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© Improved network layer packet structure. 

© A packet switching communication system is 
improved by using a packet header structure which 
does not require a fixed format. 

The packet header comprises a chain of 2 byte 
command/data segments. Each command/data seg- 
ment contains generic bits and a routing field. One 
of the generic bits {bit 1) allows the header to be 
extended with another command/data segment. 
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Field of the Invention 




This invention relates to telecommunication 
networks and more particularly to an improved 
network layer packet structure for a fast packet 
switching network. 

Background of the Invention 

In a digital transmission network, data from a 
large number of users are serially transmitted from 
one network node to another network node, up to 
their respective final destination. Due to the evolu- 
tion of networks towards more and more complex 
mixing of sub-networks with heterogeneous archi- 
tectures, it is clear that there is a future require- 
ment to support distributed computing applications 
across high speed backbones that may be carrying 
LAN traffic, voice, video and traffic among channel- 
attached hosts and workstations. Perhaps the fun- 
damental challenge for high speed networking is to 
minimize the processing time within each node in 
the network. 

Packet switching is now commonly used to 
accommodate the bursty, multiprocess communi- 
cation found in distributed computing environ- 
ments. Packets are pieces of data produced by an 
originating user, which are prefixed with headers 
containing routing information that identifies the 
originating and destination users. Small computers, 
called packet switches or nodes are linked to form 
a network. Some of these nodes are called end 
nodes and provide user access to the network. 
Adapters circuit at each of the switching nodes 
adapt the packet signals for transmission or deliv- 
ery to the transmission links and user applications, 
respectively. Each node examines each header and 
decides where to send the packet to move it closer 
to its final destination. 

Routing protocols or methods are used to con- 
trol the routing of the packets from node to node 
through the transmission system. Automatic Net- 
work Routing (ANR) uses a concatenation of linked 
labels or identifiers for the successive legs of the 
packet switching route. Labels are stripped away 
as the packets traverses the network, always leav- 
ing the next required label at the head of the 
routing field. Tree Routing is defined as a con- 
nected set of network nodes and links. In such a 
tree, a unique tree address is used in the routing 
field of the packet header and the same tree ad- 
dress is associated with every link forming the tree. 
When a multicast packet reaches a packet switch- 
ing node, the tree address in the packet is com- 
pared to the tree address associated with all out- 
going links from the node. The packet then may be 
propagated from the node to one or a plurality of 
links for which an address match occurs. Label 



Swapping uses a routing field which includes a 
label that is looked up in a connection table main- 
tained in each intermediate node. The connection 
table gives the appropriate outbound link number 

s and also gives a new label that will be used by the 
next node in the route. The new label is swapped 
for the old label and the packet is forwarded on the 
appropriate outbound link. 

One of the advantages of traditional packet 

w switching networks (X25) is that when they cannot 
accept new traffic they produce variations in delay 
resulting from storing and forwarding packets, 
whereby traffic is not refused, but only momentarily 
delayed. Another advantage of packet switching 

;s networks is their ability to match different speeds 
of transmission, thereby allowing different types of 
computer systems to communicate. 

Common packet switching networks use packet 
headers having a fixed format which means that 

20 there are a limited number of bits reserved for 
future functions. Therefore, if one wishes to provide 
for new functions, such as address extension, new 
routing mode, in-band specific protocol, the only 
solution is to set aside reserved bits and this has 

25 as consequence to ultimately use up all the re- 
served bits of the header. 

Objects of the Invention 

30 It is therefore a principal object of the invention 

to provide a packet header structure which does 
not require a fixed format, thereby allowing future 
extensions. 

It is another object of the invention to provide a 
35 new packet header structure allowing future exten- 
sions which permits a regular header processing 
and does not rely on a specific hardware. 

It is further object of the invention to provide a 
packet switching network for digital data packets 
40 including a header, said network comprising a plu- 
rality of switching nodes, and a plurality of trans- 
mission links interconnecting said switching nodes, 
each of said switching nodes comprising means for 
receiving a plurality of packets from connected 
45 switching nodes, switching means for selectively 
transferring packets from said receiving means to 
said transmitting means, characterized in that said 
header comprises a unique command/data field 
and a checking field. 

50 

Brief Summary of the Invention 

According to the invention this object is accom- 
plished by incorporating a generic extension bit in 
55 the state-of-the-art or current header, thus opening 
the architecture to future extensions, such as ad- 
dress extension, new routing mode, in-band spe- 
cific protocol. When set to 1. this bit means that 
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the header is extended by an integer number of 
segments comprising a command field and a data 
field. 

Further, the control bytes and the address 
fields of a state-of-the-art header are modified so 
as to comprise a chain of homogenous com- 
mand/data segments. 

Brief Description of the Drawings 

The invention will be described with respect to 
a preferred embodiment thereof, which is further 
shown in the drawings in which: 

Figure 1 is a block diagram representing a com- 
munication network within which the invention 
may be practiced. 

Figure 2 is a block diagram of a typical switch- 
ing node of the communication network of Fig- 
ure 1. 

Figure 3 shows the Network Layer header of a 
state-of-the art fast packet switching network. 
Figure 4 shows a Network Layer header with 
one generic extension bit according to the in- 
vention. 

Figure 5 shows a generic header according to 
the invention. 

Figure 6 shows a generic header with three 
command/data segments. 
Figure 7 illustrates the copy function in the case 
of implicit routing. 

Figure 8 illustrates the copy function in the case 
of explicit routing. 

Figure 9 is a flow diagram describing how the 
copy function would be processed in a typical 
node of the communication network. 

Detailed Description of a Preferred Embodiment of 
the Invention 

In any communication network, data originating 
with a first end user is transferred to at least a 
second end user along a data path that may in- 
clude many multiple network nodes and links. 

In a packet switching network, packets are 
pieces of data, which are prefixed with headers 
containing routing information that identifies the 
originating and destination users. Each node exam- 
ines each header and decides where to send the 
packet to move it closer to its destination. Tradi- 
tional packet switching networks {IP, OSI. X25) use 
packet headers having a fixed format. 

In high speed packet switching networks, effi- 
ciency may be increased by supporting various 
routings for different kinds of data (voice, video, 
data, control traffic, ...) 

Another requirement of high speed networks is 
to selectively process data according to different 
classes of services (COS), which are generally 



specified in terms of probability of loss and maxi- 
mum end-to-end delay. This class of service may 
be specified by some bits in the Network Header, 
which are decoded at intermediate nodes to select 
5 the buffering policy. 

Figure 1 represents a packet-switching network 
10 consisting of switching nodes and high speed 
transmission links between these nodes. Each of 
those nodes is linked to at least one other node 
io through one or more transmission links. Switching 
nodes are of two types, network nodes 11 num- 
bered (NN1-NN8) and end nodes 12 numbered 
(EN1-EN9) providing connections to end users 15. 
The switching nodes are data processing systems 
is including transmit/receive adapters connected to 
the transmission links. Network nodes 11 provide 
data communication services to all connected 
nodes, network nodes and end nodes. At each 
node, incoming data packets are selectively routed 

20 to one or more of the outgoing communication links 
terminated at another node. Such routing decisions 
are made in response to information in the header 
of the data packet. They also provide certain con- 
trol functions for their own or for other nodes. The 

25 control functions include, among other things, the 
selection and set up of communication routes be- 
tween nodes, directory services and the mainten- 
ance of a network topology data base. These func- 
tions are implemented in a Control Point (CP) 

30 which is associated with every switching node. The 
Control Point may comprise a processor and the 
data bases necessary to support the calculation of 
optimum routes for the packets. Such network to- 
pology databases include all of the necessary in- 

35 formation about the nodes and transmission links 
connected to the nodes which is to be used for 
routing. Moreover, such topology information is up- 
dated when new links are activated or new nodes 
added to the network. Such network topology in- 

40 formation is exchanged with all other node topol- 
ogy databases to provide the necessary up-to-date 
information needed for route calculation. Such 
database updates are carried on packets very simi- 
lar to the data packets between end users of the 

45 network. 

Figure 2 represents a block diagram of a typi- 
cal switching node of the communication network 
of Figure 1. The switching node comprises a high 
speed packet switch 20. Packets arrive over trans- 

50 mission links or originate in user applications, cor- 
responding to users 15 of Figure 1, in end nodes 
via link (trunk) adapters or application (port) adapt- 
ers 21 26. Control information is sent to the 

Control Point via Control Point adapter 27.The 

55 adapters 21 27 may include queuing circuits for 

queuing packets prior to or subsequent to switch- 
ing in switch 20. 
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Figure 3, represents the NetwSrk Layer Header 
of a Fast Packet Switching Network, as described 
in European patent application n • (US 
patent application N- 07/978.609 filed 19 Novem- 
ber 1992, inventors : I. CIDON et al) entitled : 
"Function Distribution in a Packet Switched Net- 
work", which is filed the same day {our reference 
RA 9 91 048), and which is incorporated herein by 
reference. It has a variable length to support mul- 
tiple routing modes, and includes the following 
fields: 

Packet control bytes. The first control byte CB1 
defines the routing modes (rt-r3). reverse path 
accumulation option (rp), as will be detailed later, 
and the intermediate buffering policy or class of 
service (c1-c3). The second control byte CB2 de- 
fines the copy ID for passing network control pack- 
ets (e.g. route set up, maintenance, directory, ...) to 
the various control functions located in the Control 
Point of each switching node on the route (cp1- 
cp4), and the presence of a transport header and 
of a CRC (el) to protect the data payload. 

Routing. The structure of the routing field de- 
pends on the routing mode bits (r1-r3) defined in 
CB1. The routing field is composed of one or more 
sub-fields which may be variable in length, e.g. 
source routing (Ref). Label Swapping. The end of 
the routing field is marked with a 1-byte delimiter. 
As a packet is routed through the network, these 
sub-fields may be left unchanged, modified (either 
adding, removing or changing bytes) or removed 
completely. 

Checksum. The checksum byte LRC is used to 
check the header content. 

One can make two observations: 
Though several bits (res) have been reserved, this 
structure only permits a limited number of exten- 
sions. 

Traditionally at high speed, in order to effi- 
ciently implement stripping/insertion operations, the 
header processing much relies on specific hard- 
ware. This is a constraint when this processing 
must be performed on another hardware. 

As mentioned before, the structure of the con- 
trol bytes only permits a limited number of exten- 
sions. For example, it would be desirable to sup- 
port a label swapping mode by only burning a new 
routing mode. However, such a mode may reflect a 
number of variations: Frame Relay. Asynchronous 
Transfer Mode (ATM), and 16. 20. or 24 bit labels. 

According to the invention, this problem is re- 
solved by using a fixed-size address for the label 
(16 bits), and by using a generic extension bit (gx) 
in the header to open the architecture to further 
extension. When set to 1, this bit means that the 
header is extended by an integer number of com- 
mand/data segments (CDS). Each CDS is defined 
with one half-word {2 bytes), and comprises a 



command field (4 Stfs) and a data field (12 bits). 

Figure 4 represents the header with the generic 
extension bit and one CDS. The format of the CDS 
is as follows: 

5 Bit 0 (gxl): Generic extension bit. If set to 1, 
indicates that a second CDS follows. 
Bit 1 (c/d): Command/Data bit. 
0: data - the 12 bits in the data field represent 
a data to be used by the previous CDS. For exam- 
w pie. it can be a 12 bit address extension. 

1: command - the 12 bits in the data field 
represent a command to be executed by the trunk 
adapter. For example, send back packet, or send 
back information on the adapter status. In this case, 
75 this CDS is followed by one or more CDS's to 
carry data. 

Bit 2 (res): Reserved 
Bit 3 (res): Reserved 
Bit 4-15: 12 bit data field. 
20 The notion of CDS can be used to define a 
generic header that permits the use of a regular 
header processing. Therefore, as shown on Figure 
5, the control bytes (CB1, CB2) and the address 
fields of the header are restructured as a chain of 

25 homogeneous command/data segments(CDSl 

CDSN). The new generic header is made of a 
command/data field, followed by a checking field 
CHK. The command/data field comprises a chain of 
2-byte command/data segments (CDS's). 
30 Routing modes can be classified in two primi- 

tive classes: 

- The direct/explicit routing of which ANR is a 
typical example, 

- The indirect/implicit routing which includes 
35 multicast tree and label swapping. Implicit 

routing means that, in each node on a path, a 
set up phase has prepared information to be 
accessed by the implicit label, such as des- 
tination internal port identifier (or identifiers in 
40 case of multicast), or label for swap. 

Referring to Figure 6, each command/data seg- 
ment contains 5 generic bits, and a 1 byte routing 
field: 

45 Generic bits 

Bit 0: (Command disabled) 

1: the command has been processed by a 
so previous node. 

Bit 1 : (Generic extension) 

1: This CDS is extended with 1 CDS, in se- 
55 quence. 
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Bit 2: (Command type) 

1 : explicit routing 
0: implicit routing 

This bit is present only in the basic CDS. In the 
extended CDS's. it is reserved for future use. 

Bit 3: (Command chaining) 

1 : a CDS follows 
0: end of chain 

This bit is present only in the basic CDS. 
Bit 4: (Copy) 

1 : copy the information field in this node 
The copy address is given by the last segment 
of the chain in the following CDS. 

This bit is present only in the basic CDS. 

Bit 5 to 7: (Class of service) 

Same meaning as the class of service bits in 
the current header (d-c3). In case of extended 
CDS's. these bits appear only in the first or basic 
CDS. 

Routing field 

Bit 8 to 15: (Label) 

1 byte label, which can be extended by the 
generic extension bit. 

Figure 6 shows the format of the header for 
explicit and implicit routing. The explicit routing 
case assumes ANR routing. The implicit routing 
case assumes that either label swapping or tree 
routing has been selected at the set-up phase. 

The figure shows the bit allocation in each 
case, assuming that the CDS has been extended 
twice (one basic CDS and two extension CDS's). 
The address length in this example, is 32 bits 
(8+12+12) for ANR, 32 bits (8+12 + 12) for label 
swapping and 32 bits (8+ 12+ 12) for tree routing. 
This length can be extended by concatenation of 
additional CDS's. In practice however, the basic 
addressing can be implemented with one CDS for 
ANR (1 byte ANR). one CDS for label swapping (1 
byte label), and 2 CDS's for tree (20 bit tree 
address). 

When a packet is routed using the explicit 
routing mode, the label (ANR) is processed in an 
input trunk adapter to route the packet to an output 
trunk adapter. 

Stripping of an used ANR label is no-longer 
necessary since the corresponding CDS is just 
disabled by setting bit 0 to 1. As a result, the 
packet size remains constant and the processing 



complexity is reduced. 

The reverse path accumulation is an optional 
function, that consists in inserting the ANR label of 
the input adapter in the address field, in order to 
5 build up the reverse ANR string along the route. 
This function is mainly used for network control. 

In the case of reverse path accumulation, it 
would be interesting to systematically overwrite the 
ANR label with the reverse ANR label, at each 
w node. The problem is that the ANR label is defined 
with 1 or 2 bytes, and a given node includes trunks 
having different length ANR labels. For example, 
the input trunk ANR label might be defined with 2 
bytes, while the output trunk ANR label is defined 
is with 1 byte. The straight overwriting operation is 
not possible. 

One can easily overcome this theoretical limita- 
tion as follows. After the route has been computed 
at the origin node, the ANR label of each link of the 
20 reverse route is extracted from the topology data 
base. The reverse ANR label is compared to the 
direct ANR label. If they have the same length, or if 
the reverse ANR label is smaller than the direct 
ANR label, no action is taken. Else, a dummy CDS 
25 is concatenated to the direct ANR label to reserve 
space for overwriting the reverse ANR label. This 
CDS has its command disabled bit (generic bit 0) 
set to 1. 

The copy function will now be illustrated in the 

30 case of implicit and explicit routing modes. As 
mentioned before, the copy function is enabled in 
each CDS. by the generic bit 4. The copy address 
is given by the last segment of the chain, which 
can optionally be extended to more than 1 copy 

35 address. 

In the case of implicit routing, the header in- 
cludes 1 CDS with possible extensions for the 
label. When the copy bit is set up in this CDS. it 
means that a CDS including the copy address 

40 follows. This second CDS may be extended to 
include a second copy address. 

For example, assume that a packet is routed 
through two nodes, that the label is defined with 8 
bits, and that the packet should be copied to one 

45 copy address. Then, the generic bits of each CDS 
of the packet would be. at the origin, as shown in 
Figure 7. 

In the case of explicit routing, the header in- 
cludes N CDS's with possible extensions for the 

so labels. These CDS's are chained by setting the 
chaining bit to i for all CDS's except for the last 
one. When the copy bit is set up in one of these 
CDS's, it means that a CDS including the copy 
address follows the last routing CDS. Again, this 

55 CDS may be extended to include a second copy 
address. 

For example, assume that the header includes 
2 ANR's, the first one being defined with 2 bytes. 
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the second one being defined^^i 1 byte. Also 
assume that the reverse ANR's labels are of the 
same length, and that the packet should be copied 
to copy id. Then, the generic bits of each CDS of 
the packet would be, at the origin, as shown on 
Figure 8. 

Figure 9 is a flow diagram showing the process 
of receiving and processing a packet containing a 
copy bit in the case of the generic header accord- 
ing to the invention. The packet is received by an 
incoming adapter. The processor then first exam- 
ines the packet header and makes a determination 
as to whether the command has been processed 
by a previous node. If this is not the case, the 
routing address is first extracted, then the exten- 
sion bit is tested to determine whether the current 
CDS is extended with additional routing address 
bits. The processor then determines whether ex- 
plicit or implicit routing is specified. 

In the next step the processor determines 
whether the copy bit is set up. If the answer is no, 
the packet continues through the node and no 
more processing is performed by the processor. If 
the answer is yes, the last CDS of the chain is 
searched to get the copy address. The packet is 
then passed to the network control control function 
corresponding to this address. 

As a result of the new structure of the header, 
it appears that the generic header can be imple- 
mented with a simpler hardware than the current 
header. In the case of the current header, the 
process consists in the analysis of multiple variable 
length fields. The data stream is pipelined through 
a delay line, and the hardware analyses in parallel 
several fields of the header to make its decisions. 
In the case of the generic header, the process 
consists in an analysis of the successive fixed 
length CDS's. The data stream is pipelined through 
a delay line. For each CDS. a single bit is tested 
(enable bit). If it is disabled, no process is done, 
and the next CDS is tested. The hardware detects 
the first enabled CDS of the chain, and then pro- 
cesses it. For example in case of no CDS exten- 
sion, i.e. in most cases of ANR and label swapping 
routing modes, this CDS is the only fixed length 
piece of information to be processed at a each 
node. This simple analysis shows that the basic 
processing is simpler in the case of the generic 
header, and does not require complex memory 
accesses. This advantage of the homogeneous 
header structure conceptually drives a simpler im- 
plementation either in hardware or software. 
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a plurality of switching nodes, and 

a plurality of transmission links interconnecting 

said switching nodes. 

each of said switching nodes comprising 
5 means for receiving a plurality of packets from 

connected switching nodes. 

means for transmitting a plurality of packets to 

connected switching nodes, and 

switching means for selectively transferring 
w packets from said receiving means to said 

transmitting means, and said header compris- 
ing 

- routing field means for directing a mes- 
sage packet to one or more specified 

is nodes; and 

- means for specifying various control 
functions to be performed at one or more 
of the specified nodes, 

characterized in that said means for specifying 
20 various control functions includes an extension 

means extending said header by an integer 
number of command/data fields. 

2. A packet switching network for digital data 
25 packets including a header, said network com- 

prising 

a plurality of switching nodes, and 

a plurality of transmission links interconnecting 

said switching nodes, 
30 each of said switching nodes comprising 

means for receiving a plurality of packets from 

connected switching nodes, 

switching means for selectively transferring 

packets from said receiving means to said 
35 transmitting means, 

characterized in that said header comprises 

a unique command/data field and a checking 

field. 

40 3. A packet switching network according to claim 

2 characterized in that said command/data 
field comprises a chain of command/data seg- 
ments. 

45 4. A packet switching network according to claim 

3 characterized in that said command/data 
segments are 2-bytes long. 

5. A packet switching network according to claim 
so 4 characterized in that each command/data 

segments comprises a command field and a 
routing field. 



Claims 

1. A fast packet switching network for digital data 
packets including a header, said network com- 
prising 



6. A packet switching network according to claim 
55 5 wherein said command field comprises a 

Copy bit for specifying various control func- 
tions to be performed at one or more of said 
nodes. 



6 



11 



EP 0 627 835 A1 



7. A packet switching network according to claim 
6 wherein the copy address is given by the 
last segment of the chain of command/data 
segments. 

5 

8. A method for processing digital data packets 
including a header in a packet switching net- 
work comprising a plurality of switching nodes, 
and a plurality of transmission links intercon- 
necting said switching nodes, characterized in ;o 
that it comprises the following steps: 

receiving a plurality of packets from connected 
switching nodes; 

transmitting a plurality of packets to connected 
switching nodes; ;5 
selectively switching a packet received from a 
connected switching node to another connect- 
ed node according to the specification of a 
command/data field comprised in said header. 

20 

9. A method according to claim 8 characterized 
in that said command/data field comprises a 
claim of command/data segments. 

25 
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